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ABSTRACT: The paper analyzes the main applications of new technologies to the healthcare sector, asking 

whether the consequential effect is the increase in efficiency and effectiveness of the services or, rather, the 

reduction in the level of protection of the fundamental rights and freedoms of the citizen as patient and 

recipient of such artificial intelligence tools. 

 

ABSTRACT: Il contributo analizza le principali applicazioni delle nuove tecnologie al settore sanitario 

chiedendosi se l’effetto consequenziale sia l’aumento di efficienza ed efficacia delle prestazioni o, piuttosto, 

la riduzione del livello di tutela dei diritti e delle libertà fondamentali del cittadino quale paziente e 

beneficiario dei nuovi strumenti di intelligenza artificiale. 
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1. Digital health technologies: the general framework 

1.1. Emerging digital needs 

Contemporary healthcare is strictly linked to digital technology: from clinical data storage and data analysis 

to communication procedures, medical doctors need to interact more with digital devices every day. Digital 

health (DH) represents the bridge between digital technology, healthcare and society, able to enhance 

healthcare delivery, effectiveness, and make medicine more personalized and precise. 

 

Being a wide and heterogeneous topic, DH started with the gradual conversion of patients’ data from 

physical to digital electronic records, until digital medical records (DMR) became the primary mode of 

nonverbal communication. The accuracy and speed of digital computing made it possible to store and 

systematically analyze a huge amount of clinical data, opening two innovative fields: on the one hand, big 

data analysis, empowered by distributed learning, and, on the other, a new approach, ranging from genomics 

to radiomics. 

In this scenario, a monodisciplinary information and communications technology (ICT) approach is not 

enough: a cross-cutting figure with a medical background and DH skills is required to construct – for 



IUS et SALUS – RIVISTA DI DIRITTO SANITARIO E FARMACEUTICO 
  
 

 
3 

example – large databases within a multicenter consortium or to validate high-tech DH tools. Moreover, as 

in the case of companies from other fields, healthcare institutions digitalization must be guided by dedicated 

professionals such as a chief digital officer (CDO). However, considering the complexity of health 

workflow and the need for clinical pathways decision-making, the CDO should have a medical background 

 

1.2. Artificial Intelligence 

Another topic of DH is Artificial Intelligence (AI). From pattern recognition to process identification and 

enhancing, AI is remarkably interesting for every scientist or high-tech company. However, a major 

challenge of AI consists in the operators’ frequent unawareness of the process that leads to the results: can 

we trust an algorithm to “decide” a treatment without a full understanding of it? AI is, therefore, a hot topic 

also for ethical reasons: so much so that a new term has been coined to identify the application of ethics 

within the algorithm: the “algor-ethics”. 

Moreover, DH is not only composed of several high-tech tools for predictive models, but allows 

personalized clinical choices and empowerment of the clinical human intelligence. Several applications are 

developed every day for communication and tele-consultation and specific companies are created to provide 

online services for distant medical evaluation of the patients and their e-health 

Furthermore, in the face of the COVID-19 pandemic, societies are waking up to the limitations of their 

health care system. In this context, the role of DH in providing tools, instruments and services could be 

noteworthy: from AI applications to the opportunity of proposing video consultation instead of the 

traditional clinical examination in order to contain the infectious risk. 

 

1.3. Impact of Digital Health 

DH relevance is growing rapidly. Therefore, governments and companies should invest a consistent share 

of their resources in it and steer political choices in its favor. In addition, much literature shows the impact 

of high-tech research in medicine. Therefore, a digital-skilled profile is advisable for any professional 

involved in healthcare. Despite its exponential growth in complexity, currently a specific training course in 

DH is not sufficiently provided in MD graduation programs yet 

Physicians should become leading actors in the digitalization of healthcare. In order to promote an adequate 

DH education, we must start from the current condition of DH awareness needs to be assessed, especially 

for young doctors who represent the future of National Health Services (NHS). Moreover, such a project 

pursues the will of EU Commission to promote digi-talization in medical education 

The Covid-19 pandemic has challenged clinicians to find innovative ways to provide essential services 

while minimizing risks for themselves and their patients. These approaches increasingly leverage remote 

patient monitoring (RPM), using technology to support treatment for chronic conditions. As the use of RPM 
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services grows, clinicians, payers, and patients face important questions regarding the volume, value, and 

appropriate use of this care model. 

 

1.4. From Remote Monitoring to Big Data 

RPM has long been integrated into focused areas of disease management, such as care of patients with 

pacemakers or implantable cardioverter–defibrillators. RPM for these patients can reduce costs and 

supplement or replace in-office care, while offering convenience and heightened surveillance for clinical 

events. In recent years, RPM technology has expanded into new areas, including chronic and acute care 

management for multiple common conditions. Devices used in patients’ homes now capture physiological 

parameters such as weight, blood pressure, oxygen saturation, and blood glucose levels and transmit these 

data to clinicians for review. 

In this context, big data plays a very important role in many ways within the health and pharmaceutical 

sectors and has already transformed various facets of the same sector. These huge datasets are leading to 

new drug discoveries and improving clinical trials more efficiently. For example, various devices allow 

researchers to monitor trial participants in real time, and healthcare professionals are enabled to predict and 

prevent illness in better ways. From personalized medicine to assisted diagnostics to genetic engineering, 

the possibilities of AI are really endless. In practice, digitalization is a major trend in healthcare, and the 

mining of health-related data is on the rise. Big data offers the possibility of deriving novel insights to 

support decision-making processes but also brings together unknowns with regard to data quality and hence 

the robustness of the evidence generated. Moreover, patient-centred health data contributes to patient 

outcomes whilst reducing wasteful spending in healthcare. Another area where the potential benefits of big 

data have been particularly significant, but also where data quality constraints have been evident, is 

healthcare and medical research. 

 

1.5. Benefits and Challenges 

There are many benefits from application of the AI techniques in the medical field. First of all, the 

possibility of developing predictive models with obvious advantages in terms of prevention. Secondly, the 

ability to put in place early diagnosis, in order to guarantee a prompt reaction using the most appropriate 

care. Finally, the affirmation of chatbot-based environments promises to guarantee the right information 

for patients, accompanying them in their care processes. AI could be capable of solving many problems in 

several e-health contexts. Intelligent virtual assistants, now embedded in smartphones or dedicated home 

speakers, like Microsoft Cortana and Apple Siri, but increasingly present in people’s home devices, such 

as voice assistants Amazon Alexa or Google Assistant, are supported by systems with powerful AI features. 
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These tools represent today the most advanced and captivating frontier of the use of AI to facilitate everyday 

life”. 

Nevertheless, people who would most benefit from mobile health and other such digital tools may be the 

least likely to have easy access to it. Moreover, today a growing number of decisions affecting human 

liberties are made by algorithms. This evidence raises a vast number of questions concerning the 

transparency of such tools, the legal and ethical framework for algorithmic decision-making, and the 

societal and cognitive impacts of such algorithmic automation. Therefore, the big challenge now is to 

balance the use of news technologies with standards set up by the law to provide effective protection for 

fundamental rights. 

AI uses algorithms. Algorithm is a mathematical system that answers a question or finds the solution to a 

problem. Algorithm takes a time of execution that is far less than that which a man would need and benefits 

from a memory much higher than that which is proper to a human being. 

In the meantime, with the increase in computational calculation capacity and the connected growth in 

quantity and quality of data available today, the possibilities for profiling people can in fact be easily 

expanded to every field. Moreover, we must consider that AI tools are not perfect machines. In fact, AI also 

makes mistakes. Therefore, it is impossible to completely delegate to the machine an administrative 

procedure regarding healthcare. What should be clear is that without human control, the defects of an 

automated device may produce effects that are contrary to the expected ones: complication instead of 

simplification, partiality of results instead of completeness, and irrationality of outcomes instead of equity 

and plausibility. 

Artificial Intelligence (AI) has for a long time had a number of applications in the health sector, giving rise 

to many advantages in terms of, inter alia, tests, robotic surgery, remote diagnosis or medical care for elderly 

people and vulnerable groups: it is clear, then, that the promotional approach adopted by the same European 

Commission on several occasions has underlined the benefits in terms of cost reduction related to the digital 

transformation of healthcare and social assistance. 

 

1.6. Ethical and Legal Considerations 

Looking at these dynamics, the interpreter dutifully takes on the task, primarily ethical rather than legal, of 

subjecting the new devices to the assessment of compatibility with the system of guarantees and of the 

inviolable human rights constitutionally enshrined: personal freedom and its specific facets (Article 5 

ECHR); the right to the protection of personal data (last protected by the Regulation (EU) 2016/679 – 

GDPR); and the right to good administration (Article 41 – Charter of Fundamental Rights of the European 

Union). 
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The last-mentioned right requires, in particular, that the decisions taken by a substantially public entity be 

adequately justified. This leads to the affirmation that although human intelligence can be supported by an 

artificial one, it cannot be entirely replaced by the latter (see Art. 22 GDPR). 

In order to guarantee the compliance with Article 22, three fundamental principles must be respected: a) 

the possibility for the recipient to be aware of the decision-making processes; b) the non-exclusivity of the 

automated decision; c) the ban of discriminations due to the algorithmic decision. 

In the medical field, the risk of violation of above-mentioned Article 22 perhaps is lower than in other 

sectors. As more advanced AI applications are used in the medical field, the human being’s contribution is 

not entirely excluded, at least for now. 

An example is provided by telemedicine, which is meant as a way of supplying healthcare services through 

innovative information and communication technology (ICT) capable of mitigating circumstances in which 

the health professional and the patient, or even two professionals, are not in the same location. 

Therefore, in such cases, the human operator still has the main role together with the responsibility for the 

interpretation of symptoms and reports so that the technical progress is not exposed to the risk of failure 

and biases of calculation systems that end up breaching the most relevant freedoms of the individual, among 

which the right to the protection of health is paramount according to the International, European and 

Member States laws. 

In other words, the support of the analysis of cases not otherwise easily solvable should not hide the fact 

that it is not possible to delegate everything to machines to the extent that the human being is completely 

excluded from the basic choices, and his/her dignity is voided. 

The mark of the natural person and, in this case, of the health operator cannot be suppressed: in fact, in 

considering the scope of any AI, the right to substantiation and review of the automated decision – and not 

only the logics applied to take it – has increasingly been taking root. 

We could point out that even if the medical action does not benefit from a specific constitutional guarantee 

in terms of the obligation to state the reasons, “[it is possible to doubt the total legitimacy of a professional 

that bases its decisions on computer operations for which no one can ensure understanding and control]”. 

In practice, the outcomes of robotic procedures must be in compliance with the legislative provisions and 

with the purposes therein admitted; in addition, the arrangements and rules that are the bases for the setting 

of a procedure must be clear and ex post verifiable. 

 

1.7. New Rules for Cutting Edge Innovation 

Some very salient issues are the right to freedoms and the right to self-determination in particular: it is the 

right that is expressed through informed consent and that authorizes third parties, for example, to subject 

the consenting person to a medical action or to personal data processing for various purposes. 
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From digital clinical records to paperless prescriptions and electronic health records, new problems emerge 

regarding the protection of a patient’s information from interference that is undue and not authorized by 

the data owner. 

The regulation of these cases suggests following the personalistic model that, on the one hand, enhances 

the relationships between patients and health professionals and, on the other hand, prefers a patient-focused 

approach to treatment in which the informed consent provided by the patient is a core element. 

At most, regarding to the informed consent, the problem arises of making the information’s content clear 

when explaining the purposes of the processing. This is due to the fact that the group of the users of personal 

data could depend on the specific arrangement followed: telemonitoring and telerehabilitation usually 

involve the operator and the patient, while teleconsultation extends the scope by making possible the contact 

between a remote facility and a specialized centre.  

Another example is minimally invasive surgery. In this field, automated tools (such as the Da Vinci, Prebot, 

Star or Watson robots) perform surgeries under the control of the operator whose contribution is therefore 

preserved. 

Obviously, we should not disregard the importance of the predictive values of any algorithm that is able to 

forecast complex phenomena and to rapidly and simultaneously collect and process big quantities of data: 

advancing a diagnosis, calculating the probability of the onset of a disease or the statistically relevant factors 

regarding the incidence and spread of an epidemic represent beneficial achievements for the future of 

human beings. 

 

In the various scenarios described above – (i) computer-based storage and processing of data regarding 

people’s health status in e-health forms, (ii) predictive or probabilistic analysis of the patient’s clinical 

situation on the basis of algorithms in telemedicine, and (iii) setting and execution of robotic surgery – the 

protection levels and the response instruments used to prevent the possible breach of human fundamental 

rights and guarantees should be shaped with regard to the circumstances in these scenarios. 
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In sectors in which subjective rights and constitutional values should be considered, the employment of 

cutting-edge technologies requires, in general, a careful updating, if not a real reshaping, of the regulatory 

principles of the sectors affected by scientific progress. The continual development of new technologies in 

the health sector raises the problem of updating rules and principles conceived for contexts that have 

changed in the meantime: in particular, it’s necessary to check whether the high-speed technology still 

allows the application of the old regulatory equipment and, if so, within what limits and to what extent. 

 

1.8. Electronic Health Records 

With regard to e-health, the most important type is represented by the electronic health record, which 

collects digital or digitalized data and documents regarding patients’ health. 

In the context of the computerization of health data to which member States may introduce further 

conditions and limitations (see Article 9, Par. 4, GDPR), the electronic health record has been subject, since 

the very beginning to a set of restrictions concerning the establishment, subsequent inputting and access 

that is guaranteed only to the patient and the authorized health staff. 

The electronic health record also requires the data subject’s consent. In various member States, this consent 

has not been expressly retracted, not even after the new Laws adopted in compliance with the provisions of 

Article 9 of the same GDPR eliminated the necessity of consent for data processing for treatment and 

diagnosis purposes. 

Regarding telemedicine and robotic surgery, the most relevant aspects are: principles of and rights to proper 

functioning in terms of quality of data and process; the responsible programming and execution of 

surgeries; the justification of the choices made and the possibility of contesting them before a judge; 

equality and equal access to the new opportunities provided by technology; and the protection of dignity 

and freedom of self-determination of the individual. 

Informed consent is More than a Signature! It’s a process. 

 

2. Covid-19 and contact tracing 

A key topic during the pandemic is the range of measures required to face the health emergency caused by 

the spread of the virus known as Covid-19. 

In particular, there have been issues concerning the announced “launch” of the apps for contact tracing. 

These tools have valuable potential for tracking the spread of the virus, but their compatibility with the 

supreme principles of modern constitutional orders have yet to be verified. 

To give very effective contributions to monitoring of and containing the infections from Coronavirus, it is 

appropriate to select the technological solutions of telecare for home-based patients (both for Covid-19-

related diseases and for other diseases, including chronic ones), the best technologies and solutions for 
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continuous tracing, alerting and prompt control of the level of exposure of people to the risk and, 

subsequently, of the epidemic’s evolution across the territory. It’s useful to evaluate the best digital 

solutions available with respect to telemedicine and home-based care apps and technology-based tools and 

strategies for the “active” monitoring of the infection risk and to coordinate at the national level the adoption 

and use of these technological solutions in order to improve the results in terms of monitoring and contrast 

of the spread of Covid-19, 

 

In the framework of the AI-health protection relationship, there is vital interest in exploring any abstractly 

useful proposal to support the policies aimed at contrasting the spread of the pandemic. Policies regarding 

the use of the technology with purposes of monitoring and prevention of infections should be precisely 

delineated. 

The health, social and economic emergency related to the recent and rapid large-scale spread of the 

coronavirus obliges policymakers and those responsible for institutions and the care of people to verify the 

effectiveness and sustainability of the measures that can be adopted for the eradication of the disease and 

the overcoming of its many negative effects in citizens’ lives. 

If the aim is to safe public health and decisively take the path back to normality, it seems impossible to 

disregard the use of tracing systems that monitor movements and personal contacts, mainly by using 

specific apps that can be installed on users’/patients’ smartphones. 

Indeed, it seems impossible to renounce mechanisms that allow concerned people to be informed about the 

presence of people who tested positive or that facilitate the identification of asymptomatic people who 

should be subjected to quarantine. 
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From the perspective of safeguarding of human fundamental rights, which have to be balanced with the 

effectiveness of the instrument adopted, it is necessary to be aware that to identify the legal basis 

legitimizing the use of an app, mandatory or voluntary, is essential. 

 

2.1. Pros-Cons of Covid-19 Apps 

In this regard, the potential of an app is limitless, as demonstrated by experience: mass screening; the 

provision to users of useful telephone numbers or updated information and insights about the epidemic’s 

trend; the regular detection and control of clinical parameters; geolocalization; remote medical support; 

remote monitoring of virus-positive and/or isolated patients; the transmission of alerts or warnings to 

individuals who present suspicious symptoms or who have been in contact with infected patients; 

verifications of compliance with the measures of social distancing and obligation to stay at home; and the 

transmission of information to police forces in order to facilitate the execution by them of institutional 

purposes. All these objectives are abstractly compatible with the multifunction purposes of an app designed 

for contact tracing. And, in all likelihood, the app could perform a variety of other functions. 

On the other hand, we must consider that the risks of infringement of fundamental rights and freedoms 

raise. 

 

2.2. Health Data Protection 

The app is one of the significant examples of devices instrumentally intended for tracing health and 

pharmaceutical products, able to dialogue with IT company systems and to interface with clinical records, 

or to drive the dynamics of home-based care or guide the correct administration of drugs and treatments, or 

to perform predictive analyses about patients’ health status, or even to rationalize the expenditure processes 

for the supply and storage of materials purchased. 

In its evolution, the multilevel legal order has been including the development of protections in the case of 

the processing of health data with the use of computer technologies. The purpose is to make the processing 

of sensitive data lawful. And, in the meantime, to avoid infringements of fundamental rights. 

Among others, examples are provided by the following rules: 

• In Whereas 6 and 7 of the GDPR, it is respectively underlined that “[r]apid technological developments 

and globalization have brought new challenges for the protection of personal data“ and the technological 

developments “require a strong and more coherent data protection framework in the Union, backed by 

strong enforcement, given the importance of creating the trust that will allow the digital economy to develop 

across the internal market. Natural persons should have control of their own personal data. Legal and 

practical certainty for natural persons, economic operators and public authorities should be enhanced”; 
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• Art. 35, Par. 1, of the same EU Regulation states that where the data processing uses new technologies 

likely to produce a high risk to the maintenance of rights and freedoms of individuals, there should be an 

assessment of the impact of the same processing on the protection of personal data, with the arrangements 

described in detail in the following paragraph 2 of the same Article and in line with Article 32 regarding 

the responsibilities borne by the controller (or the processor, if delegated by the latter) in order to set up the 

most suitable and appropriate technical and organizational measures (in the case of telemedicine, for 

example, the major issue is to ensure the safety of the health information that is processed). 

At the national level, many legal orders have established similar and very significant rules. The most 

relevant privacy codes, for example, provide that: a) the measure to safeguard the processing of health, 

genetic and biometric data must take into account the scientific and technological developments in the 

sector addressed by the same measures; b) the principles of the continuous application of protection 

measures to data regarding health must always be expressly safeguarded; c) the data subject’s consent is 

still required for the processing operations related to the use of medical apps through which autonomous 

controllers collect personal data, as well as health data, for purposes other than telemedicine or when, 

regardless of the purpose of the application, the data subject’s information can be accessed by subjects other 

than the health professionals or other individuals bound to professional secrecy; and d) sensitive data that 

could reveal a person’s health status can be processed only through organizational arrangements such as 

encoding or encryption techniques that make the data subject not identifiable. 

As mentioned above, the legal basis for the lawfulness of the processing should consider the specific 

characteristics of the assessed device’s purposes. The prediction of virus-positive cases and/or the 

prevention of infection outbreaks may require measures that limit personal freedoms for the benefit of 

public health. 

Given the sensitivity of the matter and the legal and social effects of contact tracing through an app, it seems 

reasonable to affirm that the functional characteristics of the app be validated at its origin and controlled 

during its employment by the policymaker who provides or promotes its adoption and who subsequently 

must manage it, guiding the use of it by the masses responsibly. 

 

2.3. Legal debates 

The topic of health apps was addressed during the application of legislation prior to the EU Regulation 

2017/745 on medical devices. This earlier legislation concerned software embedded in a device or 

constituting a medical device regardless of the technological support used. 

In general, in regulating a single application of AI, the assessment of the impact on privacy is crucial, so it 

is important to put the need for personal data protection at the centre of the humans-science and freedoms-

technological progress relationships. 
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The specific informed consent as a tool can, however, prove to be a restriction that limits in a 

disproportional way the concrete benefits achievable by AI: the sharing and processing of a huge quantity 

of data – as shown in the example of precision medicine or scientific research based on the use of genetic 

data and samples stored in biobanks – may generate considerable treatment benefits for people, provided 

that a rigid imposition of the voluntary scheme does not substantially frustrate its potential. 

If so, then the consent required for the creation, inputting and updating of an electronic health record may 

not be vital in the case of apps like the ones at issue. 

In the case of electronic health record, the consent means as such to accept the purposes of a data processing 

likely to essentially affect the personal sphere of the consenting subject. 

In the case of apps for contact tracing, the debate is mainly about public health purposes. In this perspective, 

the legislative act may represent the lawfulness condition of the processing, especially if the collected data 

is processed in a basically anonymous and aggregated form, as well as if its confidentiality and integrity 

are preserved across the transmission procedure through the relative infrastructures. 

Therefore, alternatives to the consent-centred perspective are not absent. Indeed, the ability to ensure the 

effective anonymity of data goes beyond the outreach of the GDPR (see Recital 26) and the urgent and 

absolute obligation of ensuring the maximum level of privacy. The enactment of a legal act authorizing the 

data processing for public interest reasons in the field of public health [Articles 6, 9, Paragraph 2, lett. i), 

Art. 23, Par. 1, lett. e), Recitals 41, 46 and 50] is sufficient justification for the processing. 

Focusing on the confidence element also means building trust regarding the fact that the public subject is 

responsible for the entire range of management, storage, ownership and responsibility reports of the 

processing of the data collected. 

At the same time, a stable and balanced mix of personal freedoms and social aspects, of rights of individuals 

and the need of solidarity for everyone, and of the individual and collective dimensions of the right to health 

protection represents the most solid foundation for an effective emergency legislation. 

Ultimately, if the aim is to promote an extensive public health program inspired by noble prevention, 

diagnosis and care purposes, it is necessary to boost citizens’ confidence that by cooperating with the 

management of the emergency system, a civic duty is carried out, and personal and egoistic interests are 

served. Such a program can be enhanced by fair incentives, and the risks of abuses and aggression should 

be curtailed. 

 

2.4. Citizens’ Perspective 

The element of citizens’ confidence in their institutions remains the keystone of the system, as shown by 

other experiences (e.g., the electronic health record example). Otherwise, if based on an obligation to 
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participate, the initiative would be unsuccessful and compromised since there is not a legal and especially 

practical basis for such an obligation. 

In addition, the confidence in the proposing authority could lead the patient to urge the connection and 

updating of the clinical record and electronic health record with Covid information, or to request, through 

the inputting of the required data, a feature that provides local assistance, along with the assurance of self-

distancing. 

In conclusion, to defeat Covid-19, it is necessary to take a further step forward in the universe of potential 

offered by new technologies, expertly regulate the law-science relationship and take on responsible risk 

management. 

In a context where the evolution of the epidemic and the setting up of treatments addressing the disease are 

unknown factors, the backward mapping of the contacts by those who have been infected is increasingly 

essential. 

First, it is necessary to detail the functions that such a software must guarantee, taking into account three 

primary criteria for contact tracing: 1) who (detection of the health status); 2) where (glocalization); and 3) 

with whom (relationships with others). 

The legal basis depends, however, on the type of app and the function that it develops. The principle of 

self-determination finds a set of multi-faceted forms. On one hand, there is the informed consent to the 

health treatment that facilitates the joint realization of the patient’s right to health protection and to personal 

freedom. On the other hand, the informed consent to personal data processing does not necessarily 

correspond to the purpose of the data subject’s health protection, since it might be used for other objectives. 

The case of an app to be used for contact tracing does not properly identify the first type of consent, since 

the issue does not concern coercive health treatments in the strict sense. At most, it concerns a call for 

detection of parameters and data that are useful for the reconstruction of the clinical status for any voluntary 

treatment measures aimed at the solution of the health problem. 

The same applies to the second type of consent (the privacy consent), which can be terminated upon the 

assurance that data is managed so that anonymity is ensured and/or on the basis of a legislative act that, 

inspired by the fulfilment of primary public health purposes, provides measures for the suitable protection 

of citizens’ fundamental rights. 

A third type of consent is highly relevant, or better yet, an expression of willingness should be encouraged 

through incentives for boosting awareness that participation in the prevention and contrast program is right, 

effective and guaranteed to keep the basic principles of legal order. 

Respect of the intangible legal principles means following the paths of equality, proportionality, 

temporariness, recognition of protections versus any abuse, identity safeguards, privacy and recognizing 

the human being’s dignity. 
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In order for the monitoring system results to be acceptable to the public, it is necessary, among others, to 

screen and make the flow of the collected data impermeable to the public security authority. A software 

credibly aiming at supporting the anticipation of the end or weakening of restrictions, thanks to the 

pandemic containment measures, is not particularly suitable for purposes having a high impact on the 

personal freedom that would require legal restraints (i.e., other and more guaranteed instruments like the 

reasoned acts of the judicial authority). 

The processing of personal data belonging to particular categories according to the definitions in Art. 9 

GDPR per se gives rise to problems of compatibility with the constitutional framework; in view of this, 

further uses for the purposes of the police or for the investigations of crimes or general responsibilities are 

absolutely not recommended, just because they are of doubtful constitutionality. 

At the same time, incentives for the downloading and using of the app are admissible upon compliance with 

the standards of reasonableness and proportionality. Therefore, basically, a reasonable and constitutionally 

lawful incentive cannot have the exercise of the right to freedom as a counterpart. 

A correct scaling of the incentives strengthens the voluntary basis and the personalistic principle by 

providing a valid alternative for the hard path of mandatory participation in the tracing program. 

A radical renouncement of fundamental freedoms is not a viable objective, and it should not be sacrificed 

in the name of a massive assessment of individuals’ infection risk. 

The humanization of processes is undoubtedly required: it is necessary to convey to the citizens the message 

that on the other side of the device, there is not merely an algorithmic calculation but a doctor or another 

health operator in person who is available for dialogue and personal support in their case; at the same time, 

citizens must be ensured that their sensitive data will be capable of being reidentified only if they test 

positive for the virus. Unnecessary information (subjective limits) or information no longer required over 

time (time limits) should be deleted. In any case, care should be taken to prevent individuals other than the 

health professionals taking care of a patient’s clinical path from knowing the patient’s identity (subjective 

limits). 

Concepts and e-health main systems 

eHealth: “eHealth is the cost-effective and secure use of information communication technologies (ICT) in 

support of health and health related fields, including health-care services, health surveillance, health 

literature, and health education, knowledge and research” WHA 58.33 – i.e. Personal Health Record [PHR 

is an electronic application through which individuals can access, manage and share their health 

information, related to the whole medical history in any hospital, and that of others for whom they are 

authorized, in a private, secure and confidential environment] and Health File [HF is the computerized 

archive fed by the patient's personal data and by his or her health documents, established within only one 

healthcare entity, and is composed of all the clinical documentation concerning the patient in the different 
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accesses he made to the same structures (clinics or hospitals)] → the patient becomes the main actor and 

he is no longer an inactive spectator → patient empowerment → trend related to the information privacy 

mHealth: use of mobile devices 

teleHealth: an interaction between a health care provider and a patient when the two are separated by 

distance cloud computing: a set of technologies and service models focused on the use and provision of 

computer-based applications, processing and storage capacity, and Internet-based memory space → that 

implicates less fixed costs for the purchase of hardware and software as well as for upkeep and updating 

but at the same time more risks in terms of reliability of the cloud provider, data portability, disaster 

recovery, data localization, getting a position in privacy protection, data confidentiality, data disclosure 

abroad (towards EU Member States and Extra-EU States). 

 

3. Digital public health technologies: an overview  

3.1. Electronic Health 

Electronic health : various tools are part of the e-health project undertaken in the nineties of the last century 

through the dissemination of information technology also in the health sector; This is the context which 

applies to the initiatives that are aimed at storing, with the help of different techniques, the multifarious 

documents used by health care bodies for different treatment-related purposes; reference can be made, for 

example, to the experience related to computerization of medical records. Several initiatives have been 

undertaken to deliver more effective health care by developing electronic networks further, and expanding 

the computerized management of records, documents and processes in connection with upgrading private 

and public health care. However, this project needs rules that adequately regulate every aspect and every 

possible application of e-health also in the perspective of fundamental rights and personal data protection. 

 

 E-health is an innovation that promises to improve health care by reducing costs and increasing the 

quality and effectiveness of the services provided. Taking into account that the demand for health services 

has in the meantime changed due to various factors: (i) the aging of the population; (ii) the awareness and 
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education of patients that increase their requests for services and social expectations in the NHS; (iii) the 

patient mobility (so-called hospital shopping); and (iv) the reduction of the public spending (budget for 

healthcare). The challenge is to increase the level of performance keeping the budget balanced. 

 The e-health platforms and infrastructures must satisfy, not only the professional or managerial 

needs of the data controllers, but above all the needs of the patient who takes on legal content thanks to that 

technical tool that goes by the name of the principle of self-determination. The informed consent, which 

represents the main expression of this principle, allows the patient's willingness to operate within e-health 

systems by directly managing their own choices regarding what data to enter into the file and the decisions 

on information sharing levels and the different applications that the technology makes possible. 

The innovation to be addressed specifically here has to do with the sharing of health care data and records 

by several organizations and/or professionals via computerized means. Such data and records may be 

created, supplemented and updated over time by various entities in order to document a whole gamut of 

health events concerning the given individual as thoroughly as possible in accordance with a unified 

approach. Ultimately, the individual´s medical history as a whole can be documented. 

Data and records in question may feature different characteristics and/or put emphasis on different aspects; 

they have long been the focus of attention in connection with the so-called electronic health record 

(hereinafter, EHR) and the so-called health file (hereinafter, HF). In the e-health system, reference is made 

as for both the EHR and the HF to the various clinical events concerning a given individual insofar as those 

events are shared logically by the professionals and/or health care organizations treating that individual in 

order to provide him or her with better care. 

Main definitions 

• Personal Health Record: PHR is an electronic application through which individuals can access, 

manage and share their health information, related to the whole medical history in any hospital, and that of 

others for whom they are authorized, in a private, secure and confidential environment. 

• The electronic health dossier (or Health File) is the computerized archive fed by the patient's 

personal data and by his or her health documents, established within only one healthcare entity, and is 

composed of all the clinical documentation concerning. 

 

3.2. e-Health and Data Protection 

Security Measures 

Given the sensitiveness of the personal data processed via an EHR/HF, specific technical arrangements 

should be made in order to ensure the appropriate security level – without prejudice to the minimum 

measures data controllers are required to take in any case. 
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If data storage/filing systems are used, suitable arrangements should be made to protect the data against 

unauthorized access to and theft and/or loss, in whole or in part, of the storage media and/or fixed/portable 

processing devices; to that end, encryption technologies might be applied to file systems and/or databases, 

or other protection measures might be implemented to prevent the data from being intelligible to 

unauthorized entities 

The following measures should also be taken: 

 suitable authentication and authorization systems should be applied to the persons in charge for the 

processing as a function of the respective access/processing requirements (e.g. as for browsing, changing 

and adding records); 

•  procedures should be in place to regularly check quality and consistency of authentication 

credentials and authorization profiles applying to the persons in charge for the processing; 

•  criteria should be laid down to encrypt and/or keep separate the data suitable for disclosing sensitive 

personal data from any other personal data; 

•  accesses and operations should be logged; 

•  audit logging should be in place to control database accesses and detect abnormalities. 

As for EHRs, secure communication protocols should be deployed by implementing encryption standards 

for electronic data communications between the various data controllers. 

 

3.3. Data Subject’s Rights  

The rights in question include the right to access the data and obtain their intelligible communication as 

well as the right to have the data supplemented, updated and/or rectified or deleted; they should be exercised 

by applying directly to the individual health care bodies/professionals. 

In particular, access requests should be complied with by extracting the requested information and 

communicating such information to the data subject in a manner that should make it easier to understand – 

where appropriate, the information should be made available on paper and/or magnetic media. Considering 

that medical records are at issue, any requests to have data supplemented, updated and/or rectified could be 

complied with by adding a note to the records with the requested changes, i.e. the original records need not 

be amended. 

 

3.4. Information Notice and Consent 

To enable data subjects to make informed decisions, the data controller is required to provide a suitable 

information notice beforehand. The information notice should be worded clearly and contain all the items 

specified by the Law. In particular, it should be highlighted that as complete an EHR/HF as possible would 

be set up to document the data subject´s clinical history so as to improve treatment - i.e. for purposes of 
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prevention, diagnosis, treatment and rehabilitation. The opportunities afforded by the EHR/HF should be 

clarified along with their possibly wide-ranging scope. The data subject should be informed that access to 

the required medical care will in no way be affected by their failure to consent, in whole or in part, to the 

processing in question. This is necessary to safeguard the right to decide on whether an EHR/HF should be 

set up or not. 

The information notice should clearly specify - in concise though easily understandable wording - the 

entities (or categories of entities) that, when treating the data subject, may access the EHR/HF as well as 

the possibility for the data subject to only allow part of those entities to access the EHR/HF. In the HF case, 

the notice should mention entities such as physicians working in the unit where the data subject is 

hospitalized and/or in emergency units; in the EHR case, the notice should mention the categories of entities 

other than the data controller (e.g. general practitioner, pharmacists, etc.). As for the EHR, the information 

notice and the related consent could be provided on a separate basis in respect of the individual data 

controllers; it would be preferable to have a single information notice and consent declaration, whereupon 

the scope of the processing should be specified clearly in respect of the individual EHR participants. 

The data subject should also be informed that the EHR/HF might be accessed - without their consent, albeit 

in compliance with the Data Protection Authority´s relevant general authorization - if this is found to be 

indispensable to protect a third party´s and/or the public health. 

The information notice should also specify how data subjects can apply to the data controller in order to 

exercise their rights and/or withdraw their consent to implementation of the EHR/HF and/or exercise their 

rights to have certain clinical events blanked out. To ensure that the information is fully understandable, 

the data controller should adequately train the staff concerned in the relevant data protection issues - also 

in order to enhance the relationships with data subjects. 

 

3.5. How to Access the Electronic Health Record and/or Health File 

Priority should be given to solutions that allow modules to be set up so as to restrict access by authorized 

entities to the information - i.e., the data module - that is indispensable. This modular approach allows, for 

instance, selecting the health care information that can be accessed by the individual data controller 

authorized to access the EHR as a function of the respective sector of practice - e.g. in the case of an 

oncology network made up of operational units specializing in cancer treatment. This can ensure that only 

the information related to the disease under treatment is accessed. Similarly, a few categories of practitioner 

such as pharmacists - who provide their services at a given stage in the treatment process - may only access 

such data (or data modules) as are indispensable to administer drugs - e.g. their access may be restricted to 

the list of drugs previously prescribed to the given patient so as to establish incompatibility between over-

the counter drugs and other drugs taken by the patient. 
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The health care manager is in charge of assessing whether the medical information generated by the various 

units/entities is indispensable with a view to allowing access; additionally, the manager is also responsible 

for deciding whether the information concerning (past) clinical events may be accessed by the unit/entity 

that is treating the data subject taking into account the type of medical intervention and the grounds 

underlying the specific access request. 

When setting up an EHR/HF and determining the information categories that should be included therein, 

also at a later stage, a data controller should comply with the legislation protecting anonymity of individuals 

- such as that protecting the victims of rape and/or pedophilia, HIV-positive individuals, individuals 

addicted to drugs, psychotropic substances and/or alcohol, women undergoing abortion and/or deciding to 

give birth anonymously, and the legislation on family advisory services. Accordingly, a data controller may 

decide not to include the above information in the EHR/HF or else to include it upon a specific request by 

the data subject; the latter in turn might lawfully request the said information to be only accessible to certain 

specific entities (e.g. a specialist physician treating the data subject). 

Compliance with the anonymity and confidentiality safeguards laid down in the legislation should be 

ensured, for instance, by requiring that the information related to the said clinical events should not be 

recorded within the given EHR/HF. Some types of the EHR/HF envisage the drawing up of a summary of 

relevant patient clinical information, or else a set of information whose knowledge may prove indispensable 

to protect the data subject´s life (e.g. chronic disease, allergy reactions, use of life-saving drugs and/or 

devices, information on the use of prostheses and/or past transplantations). This information is contained, 

as a rule, in a separate module and can be accessed by all the entities providing health care; this circumstance 

should be made known to the data subject via the information notice. 

It should be specified clearly who is authorized to access and browse an EHR/HR. Given the purposes 

underlying creation of an EHR/HR, access should only be allowed for the purposes of prevention, diagnosis, 

and treatment of the data subject; only health care practitioners should be enabled to access the data - which 

does not include technical experts, insurance companies, employers, scientific associations and/or 

organizations, administrative bodies in the health care sector or otherwise, and any medical staff acting in 

their capacity as forensic medicine experts. Accordingly, an EHR/HR may be accessed by any health care 

practitioner that is or will be treating the data subject, unless the latter decides otherwise; the technical 

authentication mechanisms should be such as to allow the given physician to access the relevant EHR/HR. 

The administrative staff working in a health care body where an EHR/HF is used may only access the 

information required for them to discharge the respective administrative tasks in their capacity as persons 

in charge for the processing; the information should be closely related to the specific service provided - for 

instance, the staff giving medical appointments for specialist visits and/or examinations should only access 

the data that are indispensable to make the given appointment. 
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Access by data subjects should be enabled in compliance with the precautions set by the Law, whereby 

health care practitioners and bodies may communicate health status information to the data subject by the 

agency either of a physician - to be appointed by the data subject and/or the data controller - or of a health 

care practitioner that has direct contacts with the patient in the course of discharging the respective tasks. 

This requirement can also be met by making available the specific clinical record (e.g. clinical or test 

findings such as an X-ray, an sonogram, a blood test) along with a written opinion and a statement to the 

effect that the physician is ready to provide additional information at the data subject´s request. 

Who drew up any record included in an EHR/HF should be always allowed to access that record as 

contained in the EHR/HF. Additionally, access should always be allowed to any other entity treating the 

data subject, providing the latter has authorized access in the manner specified above. The health care 

professional / body that is treating the data subject should be enabled to access the EHR/HF by browsing 

the medical records they drew up and/or any records related to other clinical events as drawn up by other 

units and/or facilities that are part of the given data controller (as for the HF) or else by other health care 

bodies and/or practitioners (as for the EHR). This applies, for instance, to previous hospitalizations or 

clinical lab tests. 

In any case, access to an EHR/HF should be allowed for no longer than is indispensable in order to carry 

out the treatment the given access-enabled entity is authorized to perform. Accordingly, the access-enabled 

entities should only be allowed to access such records/files as relate to the patients/data subjects they are 

treating throughout the duration of the treatment procedure the patient/data subject is undergoing. The data 

controller will have to draw up and update an exhaustive list of the types of information to be included in 

the summary of the patient´s relevant clinical data, where the latter is available. 

 

3.6. Limitations on Data Dissemination and Cross-Border Data Flows 

The medical information contained in an EHR/HF may not be disseminated. Unfettered circulation of any 

information suitable for disclosing health is expressly prohibited. Any violation of the said prohibition gives 

rise to unlawful processing of personal data and carries criminal punishments. The medical data contained 

in an EHR/HF may only be transferred abroad for purposes of prevention, diagnosis and treatment in respect 

of the data subject if the data subject consents thereto - unless the transfer is necessary to safeguard a third 

party´s life or physical integrity. It is no chance that - if one considers the projects assessed so far - the data 

subject´s medical information contained in an EHR/HF happens to be transferred abroad mostly to enable 

the data subject to undergo medical treatment and/or seek medical advice abroad. 
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4. Digital Public Health Techologies: the Contribution of EU  

Computerized data and paper-based management or similar records have specific needs and calls for 

different considerations, taking into account the particular circumstance that several entities share sensitive 

medical information documenting medically relevant events that have affected an individual over a given 

time. 

The computerization of healthcare requires taking into account the regulatory framework at the European 

level. 

 

4.1. EU Regulations on artifical intelligence 

• The “High-level expert group on artificial intelligence”. 

• The recent proposal of a Regulation set up by EU Parliament and Council (COM (2021) 206 final, 

21 April 2021), named “Laying down harmonized rules on Artificial Intelligence (Artificial Intelligence 

Act) amending certain Union legislative acts 

• “Regulation (EU) 2021/694 of the European Parliament and of the Council of 29 April 2021, 

establishing for years 2021/2027 the Digital Europe Program and repealing Decision (EU) 2015/2240 

• Communication from the Commission to the European Parliament, the European Council, the 

Council, the European Economic and Social Committee and the Committee of the Regions on enabling the 

digital transformation of health and care in the Digital Single Market; empowering citizens and building a 

healthier society. 

 

 

4.1.1. The Expert Group 

AI topic is very complex, as shown by the uncertainty surrounding the basic concepts relevant to it. 

This is why the European Commission, in order to clarify and establish some fixed points regarding the 

definition of AI, appointed in 2018 the independent group of high-level experts named «High-level expert 

group on artificial intelligence». 
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«We start from the following definition of Artificial Intelligence (AI), as proposed within the European 

Commission’s Communication on AI: “Artificial intelligence (AI) refers to systems that display intelligent 

behavior by analyzing their environment and taking actions – with some degree of autonomy – to achieve 

specific goals. AI-based systems can be purely software-based, acting in the virtual world (e.g. voice 

assistants, image analysis software, search engines, speech and face recognition systems) or AI can be 

embedded in hardware devices (e.g. advanced robots, autonomous cars, drones or Internet of Things 

applications) ». 

The term AI contains an explicit reference to the notion of intelligence. However, since intelligence (both 

in machines and in humans) is a vague concept, although it has been studied at length by psychologists, 

biologists, and neuroscientists, AI researchers use mostly the notion of rationality. This refers to the ability 

to choose the best action to take in order to achieve a certain goal, given certain criteria to be optimized and 

the available resources. Of course, rationality is not the only ingredient in the concept of intelligence, but 

it is a significant part of it. 

From now on, we will use the term AI system to mean any AI-based component, software and/or hardware. 

Indeed, usually AI systems are embedded as components of larger systems, rather than stand-alone systems.  

«In this document we expand this definition to clarify certain aspects of AI as a scientific discipline and as 

a technology, with the aim to avoid misunderstandings, to achieve a shared common knowledge of AI that 

can be fruitfully used also by non-AI experts, and to provide useful details that can be used in the discussion 

on both the AI ethics guidelines and the AI policies recommendations» 

Expert Group proposes to use the following updated definition of AI: “Artificial intelligence (AI) systems 

are software (and possibly also hardware) systems designed by humans that, given a complex goal, act in 

the physical or digital dimension by perceiving their environment through data acquisition, interpreting the 

collected structured or unstructured data, reasoning on the knowledge, or processing the information, 

derived from this data and deciding the best action(s) to take to achieve the given goal. AI systems can 

either use symbolic rules or learn a numeric model, and they can also adapt their behavior by analyzing 

how the environment is affected by their previous actions. 

As a scientific discipline, AI includes several approaches and techniques, such as machine learning (of 

which deep learning and reinforcement learning are specific examples), machine reasoning (which includes 

planning, scheduling, knowledge representation and reasoning, search, and optimization), and robotics 

(which includes control, perception, sensors and actuators, as well as the integration of all other techniques 

into cyber-physical systems)”. 

In turn, robotics can be defined as “AI in action in the physical world” (also called embodied AI). A robot 

is a physical machine that has to cope with the dynamics, the uncertainties and the complexity of the 
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physical world. Perception, reasoning, action, learning, as well as interaction capabilities with other systems 

are usually integrated in the control architecture of the robotic system. 

 

4.1.2. The Proposal of AI Act 

The recent proposal of a Regulation set up by EU Parliament and Council (COM (2021) 206 final, 21 April 

2021), named “Laying down harmonized rules on Artificial Intelligence (Artificial Intelligence Act) 

amending certain Union legislative acts 

We must underline the wide definition of AI as a set of tools that allows to achieve certain social and 

economic benefits that can derive from it and which otherwise would not be reachable (point 1.1 of the 

paper) 

The proposal supports the existing Union law on non-discrimination with specific requirements that aim to 

minimize the risk of algorithmic discrimination, in particular in relation to the design and the quality of 

data sets used for the development of AI systems complemented with obligations for testing, risk 

management, documentation and human oversight throughout the AI systems’ lifecycle (1.2 point of the 

paper) 

Whereas no. 45: «In health, the European health data space will facilitate non-discriminatory access to 

health data and the training of artificial intelligence algorithms on those datasets, in a privacy-preserving, 

secure, timely, transparent and trustworthy manner, and with an appropriate institutional governance». 

Whereas 46: «Having information on how high-risk AI systems have been developed and how they perform 

throughout their lifecycle is essential to verify compliance with the requirements under this Regulation. 

This requires keeping records and the availability of a technical documentation, containing information 

which is necessary to assess the compliance of the AI system with the relevant requirements». 

Whereas 66: «In line with the commonly established notion of substantial modification for products 

regulated by Union harmonization legislation, it is appropriate that an AI system undergoes a new 

conformity assessment whenever a change occurs which may affect the compliance of the system with this 

Regulation or when the intended purpose of the system changes. In addition, as regards AI systems which 

continue to ‘learn’ after being placed on the market or put into service (i.e. they automatically adapt how 

functions are carried out), it is necessary to provide rules establishing that changes to the algorithm and its 

performance that have been pre-determined by the provider and assessed at the moment of the conformity 

assessment should not constitute a substantial modification». 

 

4.1.3. The EU Regulation 2021/694 on Digital Europe Program 

Remarkable is the Article 5, paragraph 1: 
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«The financial contribution from the Union under Specific Objective 2 – Artificial Intelligence shall pursue 

the following operational objectives: (a) build up and strengthen core AI capacities and knowledge in the 

Union, including building up and strengthening quality data resources and corresponding exchange 

mechanisms, and libraries of algorithms, while guaranteeing a human-centric and inclusive approach that 

respects Union values» 

«AI-based solutions and data made available shall respect the principle of privacy and security by design 

and shall fully comply with data protection legislation». 

 

4.2. The Communications and Reports from EU 

4.2.1. State of Health 2017 

 

The contents of the “European Commission, State of Health in the EU – Companion Report 2017” are very 

interesting and can be summarized as follows: 

• Patient-centered care and patient empowerment require general knowledge about self-care and self-

management but also “soft skills” such as communication and teamwork. Indeed, soft skills become 

increasingly important in conjunction with (and not separate from) the digital transformation of health and 

care, as patient-centeredness and patient empowerment are facilitated by, for instance, e-health, mobile 

health (mHealth) and individual access to electronic patient records; 

• The spread of digital technology is currently revolutionizing traditional clinical practice. Indeed, the 

expansion of eHealth is leading to new ways of care delivery, requiring a new mix of skills, such as 

information or interpretation for detailed genetic assessment so as to improve diagnosis and treatment; 
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• The implementation of the next stage of development in e-health infrastructure, such as electronic medical 

records in primary care, e-prescriptions and patient registries, will not only contribute to longer-term 

efficiency of health-care spending but will also enhance the quality and continuity of care for patients. A 

digital strategy is necessary; 

• Technology is also a strong driver of patient empowerment: tailored apps and smart portable devices 

provide effective support for healthy lifestyles and for involving the patient directly in the management of 

chronic conditions. Finally, strongly related to the Digital Single Market Strategy, advanced information 

and communication technologies will allow for the creation of large and interconnected databases of 

medical and health data. At the same time, new technologies are a key driver of health spending and its 

projected growth. It is therefore crucial to carefully evaluate the cost-effectiveness of new technologies and 

assess what works and does not work for patients and providers. In order to reap the benefits of technology 

and effectively enhance the quality of care, it requires adequate training of the health workforce, as well as 

a supportive environment in terms of professional culture, incentives and organizational arrangements. 

 

4.2.2. Digital Single Market Strategy 2017 

 

A comprehensive set of actions within the digital transformation of health and care, part of the Digital 

Single Market Strategy, has been provided in a specific Commission Communication (2017 Commission 

Communication on the mid-term implementation review of the Digital Single Market Strategy, Brussels, 5 

October 2017, COM(2017) 228). 

In particular, the 2017 Commission Communication on the mid-term review of the Digital Single Market 

Strategy recognizes an advanced data infrastructure with citizens’ secure access to their electronic health 

records and patient empowerment through interaction with health-care providers as key features of the 

digital transformation of health and care. 

The subsequent “European Commission, State of Health in the EU – Companion Report 2019” should be 

noted for its importance, and its highlights are worthy of reporting: 
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• Building on the 2018 Commission Communication enabling the digital transformation of health and care 

in the Digital Single Market, the new Report looks at its potential for health promotion and disease 

prevention. Digital solutions, such as apps, wearable technology and online fora, hold great potential for 

health promotion and disease prevention, with best practice examples emerging across the EU. These 

innovative approaches help raise awareness and empower citizens to take control of their healthy behavior 

and lifestyle choices. Digital solutions should, however, always be seen as part of a broader, comprehensive 

health promotion and disease prevention strategy; 

• Digital platforms and environments could become a new health promotion setting, requiring targeted 

oversight and safeguards, with a particular focus on stepping up digital health literacy. A host of associated 

barriers and risks require consideration at the European level, with a bearing on – inter alia – 

interoperability, privacy and reimbursement criteria. Policy efforts should also take into account digital 

health literacy so that mHealth can be used appropriately and by all. Harnessing the potential of digital 

solutions for health promotion and disease prevention will depend on an openness to these innovative 

technologies combined with a critical understanding of their success factors; 

A good health promotion strategy includes digital tools, services and platforms having great potential when 

it comes to health promotion and disease prevention. Such digital solutions, be it apps, wearable technology 

or online fora, may empower people to enjoy a healthy lifestyle and prevent them from developing illnesses. 

Some mHealth tools even highlight early symptom or disease indicators, provide feedback to health 

workers and assist in patient adherence to treatment programs. These digital solutions also open up new 

inter-sectoral avenues to health determinants, such as transport, urban planning and the environment. 

In other words, apps, wearable technology and online fora can all empower people to enjoy a healthy 

lifestyle and prevent them from developing illnesses. However, digital solutions may give rise to new or 

increased inequalities between people who do and who do not have the skills to harness their potential. 

Similarly, varying levels of national or regional support for the rollout of digital health solutions can have 

an impact on who is given the possibility of benefiting from these tools, thus exacerbating inequalities. 

Employing digital solutions to strengthen health and well- being will require equal digital opportunities, 

widespread digital literacy, strong digital security and well-designed, effective tools, services and 

platforms. EU member States are required to exchange experiences, transfer best practices and develop 

common approaches to support the uptake of mHealth solutions for better health promotion, disease 

prevention and chronic disease management. 
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4.2.3. Enabling Digital Transformation 2018 

 

No less significant is the 2018 “Communication from the Commission to the European Parliament, the 

European Council, the Council, the European Economic and Social Committee and the Committee of the 

Regions on enabling the digital transformation of health and care in the Digital Single Market; empowering 

citizens and building a healthier society”. This Communication: 

• stresses that health information portals, smartphones and mHealth apps can empower citizens to take a 

more active role in looking after their health and changing their health behaviors. It also recognizes that the 

uptake of digital solutions for health and care remains slow and varies greatly across member states and 

regions, so that it is very important to promote a uniform level common to all countries; 

• underlines that the WHO also acknowledges that mHealth can improve access to health information and 

promote positive changes in health behaviors to prevent the onset of acute and chronic diseases. In 

particular, the organization sees the use of mHealth tools as a good opportunity for increasing awareness to 

bring about changes in the key risk factors for non-communicable diseases and for increasing patient, family 

and community involvement. 

The same Communication takes charge of resolving the problems represented by the presence of diversified 

national models and non-interoperable technologies. For this purpose, it offers support to Member States 

in terms of funding and actions aimed at promoting, on the one hand, the political cooperation and exchange 

of best practices across the different national health and care systems and, on the other hand, the sharing of 

genomic data or other health data needed for the progress of research and personalized medicine. 

As rightly pointed out, thanks to this act, “[artificial intelligence is hereby introduced, for the first time, in 

the European documents that expressively address the digital health with reference to health data, as an 

essential technology that, operating on such data, opens new care perspectives, new forms of disease 

prevention and personalized treatments]”. 

Ultimately, health information portals, smartphones and mHealth apps can help citizens to take a more 

active role in looking after their health and changing their health behaviors. 
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5. The Digital Green Certificate  

EU Regulation on Digital Green Certificate became law: Regulation of the European Parliament and of the 

Council of 14 June 2021 on a framework for the issuance, verification and acceptance of interoperable 

COVID-19 vaccination, test and recovery certificates (EU Digital COVID Certificate) to facilitate free 

movement during the COVID-19 pandemic. 

 

 

5.1. Risks of Liberties Infringement 

Regarding Member States Laws there are many potential risks of liberties infringement. Firstly, lack of an 

appropriate legal basis for data processing. Lack of some essential requirements set up by Articles 6, 

paragraphs 2, and 9 of GDPR. In particular, the law must specify the purposes of data processing aimed at 

introducing the green certificate, otherwise it’s impossible to assess if the same processing is proportionate 

or not to the legitimate purpose pursued. 

To avoid infringement of the principle of data minimization. Each Member State law must be in compliance 

with the principle of data minimization according to which processed data must be adequate, relevant and 

limited to what is necessary in relation to the purposes for which they are processed (Article 5, paragraph 

1 letter c, of the GDPR). The person in charge of control is not required to know the specific condition 

according to which the certificate was granted. 
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5.2. Infringement of the Principle of Accuracy 

The law must also respect the principle of accuracy of the data according to which personal data must be 

accurate and, where necessary, kept up to date. Moreover, every reasonable step must be taken to ensure 

that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased 

or rectified without delay (see Article 5, paragraph 1, lett. d, of the GDPR). It’s necessary that certifications 

are drawn up on the basis of accurate and up-to-date information. 

The law mustn’t jeopardize both the actual effectiveness of the containment measure and the fundamental 

rights of the interested party. To verify the actuality of the conditions attested in the certification is a crucial 

point. 

 

5.3. Infringement of the Principle of Transparency 

The law must also be in compliance with the principle of transparency by not specifying the purposes of 

the processing, the features of the treatment and the subjects who can process the data collected regarding 

green certifications, the entities to the personal data may be disclosed and the person in charge of certificate 

validity check (articles 5, paragraph 1, letter e) and 6, par. 3, lett. b) of the GDPR). Who are the controller 

and processor of data? The lack of this information prevents the person corncerned from exercising his 

rights provided for by the GDPR (Articles 15 and subsequent: right of access by data subject, right to 

rectification, right to erasure or right to be forgotten, right to restriction of processing). 

To avoid the infringement of the principles of storage limitation, integrity and confidentiality. Each law 

must also respect Article 5, paragraph 1, lett. e) and f) and Article 6, paragraph 3, lett. b) of the GDPR, 

according to which, on one hand, the data must be kept in a form which permits identification of data 

subjects for no longer than is necessary for the purposes for which personal data are processed and, on the 

other hand, data shall be processed in a manner that ensures appropriate security of the personal data, 

including protection against unauthorized or unlawful processing and against accidental loss, destruction 

or damage, using appropriate technical or organizational measures (see also Article 32). 

 

6. Conclusions  

In conclusion, the benefits and opportunities offered by new technologies to improve public health are 

multiple and increasingly numerous. Among the most important problems that arise when the health service 

is carried out with digital tools are: 

• Guarantee the quality and security of information and personal data; 

• Guarantee the transparency and the verification and justification of the operations carried out; 

• Always ensure a certain degree of human control over the robot, avoiding the phenomenon of 

delegation or total replacement; 
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• Avoid forms of discrimination and infringement of the principle of equality; 

• Ensure equal access for all patients; 

• To balance all the values and rights in issue; 

• In the meantime, establish who should be given the legal and ethical responsibility for the 

malfunctions and errors committed by the machine is a very important point. When a robot makes a mistake, 

who is responsible? The manufacturer of the same robot? The designer? The programmer? Or the health 

professional who uses it?  

• The gained experience in blockchain technologies also shows how important the element of trust is: 

if in a public registry a series of data are annotated with a high degree of transparency and in a non-

modifiable form, therefore the data processing is made safe and the trust of the participants in the validation 

process grows. In this way, blockchain technology ensures the security of digital transaction operations and 

the legal regulation refuses the level of risks in Artificial Intelligence.  

• To cope with the non-neutrality of the algorithm, an algorithmic legality system must be define in 

order to limit, as much as possible, the risks of violation of fundamental human rights and freedoms 

By taking advantage of the precious opportunities that technological development offers, national health 

and social services systems can improve their performance by reducing time and costs and simplifying 

actions and procedures more rationally. There are numerous potential applications of Artificial Intelligence 

(AI) to the healthcare and social services sector. They produce benefits for patients, optimizing their 

treatments, and society, compensating the increasingly higher costs of treating new diseases and meeting 

increasingly more complex care needs.  

The use of predictive algorithms and techniques may be extremely valuable in several operational contexts: 

from the prevention to the diagnosis of diseases, from surgery to rehabilitation, from home-based care for 

elderly and disabled people to the organization of social services in households. However, the desirable 

implementation of AI must respect the supreme principles of law and the fundamental human rights on 

which modern democracies and contemporary constitutional orders are based: the principles of equality; 

equal treatment and access to services; the right to freedom of the individual; the principle of proportionality 

and the precautionary principle in risk management; the right to self-determination and the right to the 

protection of personal data; the right to decision making that is not fully automated but may include the 

contribution of AI managed by a human being under the responsibility of the latter. 


